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OueHka be3onacHOCTM pacrpeaerneHHoN

CUCTEMDbI

oLleHKa 6e30nacHOCTU KaXXOoro KOMNOHeHTa
caMbll HEe3aLLMLLEHHBIM KOMMOHEHT onpeaensieT oo mm
YPOBEHb

ObecneydyeHne 6e3onacHoOCTU - 3TO:

3almMTa KOMMOHEHT
3allMTa AaHHbIX NPy nepegadye Mexay HUMu
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Client } (DOCKER_HOST) M
docker build --4{---4 )-I Docker daemon I P
] A R YA
docker pull -| | ' E ) |
\
. ” =

j Containers}-— \.\ @—

docker run —t NGinNX




' 'ﬁ docker client ]— ’:ﬁ registry li
’ : . 4

] LlenocTtHOCTbL

\

[ docker build

Mpasa nocTtyna

[ docker images ]

[ docker push ]

Bepcuu INoO NMpoBepka obpaszoes
KoHdurypaumm 3anpeweHne pull
NcxoaoHbin Ko

»f docker client ]7

[ docker pull ]

’

] JaHHble 06
yﬂasnmocrnx

Be3onacHoOCTb [ docker run

cpenbl




N3onauymsa KoHTeUHepPOB (BanuaHblie KOHUrypaumm)

Apyr oT Apyra
KoHTeUHepoB n OC

orpaHnyeHme ncrosjibdyemMbixX pecypcoB

KoHTponb Runtime - cpeabl
besonacHbI AeNNMONMEHT KOHTEUHEPOB
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DOCKER_HOST |
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5]
w KoHTenHep
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CUCTEMHbIE MEXAHU3MBbI
NpocTpaHcTBa UMEH (namespaces)
cgroups
seccomp
orpaHun4yeHue linux capabilities
MAC B SeLinux (RedHat) / AppArmor (Debian)
HenpueunernposaHHble nonob3osatenn OC
KOHTponnep gonycka PodSecurityPolicy
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[Tpobnemei:
k8s - pacnpegeneHHaa o4eHb CNoXHada cMctemMma
PelueHune:
rOTOBbI€ peLleHns NPoBEPKM KOHUrypaummn cpeabl k8s CIS
security benchmark
kube-bench (Aqua Security)
docker-bench-security (docker)
pa3paboTka TEeCTOB AS19 COOCTBEHHbLIX KOHTEMHEPOB
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ster Node Security Configuration

API Server

Ensure that the --allow-privileged argument is set to false (Scored)

Ensure that the --anonymous-auth argument is set to false (Scored)

Ensure that the --basic-auth-file argument is not set (Scored)

Ensure that the --insecure-allow-any-token argument is not set (Scored)

Ensure that the --kubelet-https argument is set to true (Scored)

Ensure that the --insecure-bind-address argument is not set (Scored)

Ensure that the --insecure-port argument is set to @ (Scored)

Ensure that the --secure-port argument is not set to @ (Scored)

Ensure that the --profiling argument is set to false (Scored)

Ensure that the --repair-malformed-updates argument is set to false (Scored)

Ensure that the admission control policy is not set to AlwaysAdmit (Scored)

Ensure that the admission control policy is set to AlwaysPulllImages (Scored)

Ensure that the admission control policy is set to DenyEscalatingExec (Scored)

Ensure that the admission control policy is set to SecurityContextDeny (Scored)
Ensure that the admission control policy is set to Namespacelifecycle (Scored)

Ensure that the --audit-log-path argument is set as appropriate (Scored)

Ensure that the --audit-log-maxage argument is set to 30 or as appropriate (Scored)
Ensure that the --audit-log-maxbackup argument is set to 10 or as appropriate (Scored)
Ensure that the --audit-log-maxsize argument is set to 100 or as appropriate (Scored)
Ensure that the --authorization-mode argument is not set to AlwaysAllow (Scored)
Ensure the --token-auth-file parameter is not set (Scored)

Ensure the --kubelet-certificate-authority argument is set as appropriate (Scored)
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[INFO]
[WARN]

[INFO]
[INFO]
[INFO]
[INFO]
[WARN]
[WARN]
[WARN)
[WARN]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[INFO]
[WARN]
[WARN]

[INFO]
[WARN]

I % 1 % % |

¥ 1 %1

Host Configuration

Ensure a separate partition for containers has been created
Ensure the container host has been Hardened
Ensure Docker is up to date

Using 17.06.0 which is current

Check with your operating system vendor for support and security maintenance for Docker
allowed to control Docker daemon

Ensure only trusted users are
docker:x:992:vagrant

Ensure
Ensure
Ensure
Ensure
Ensure

auditing
auditing
auditing
auditing
auditing

File not found

Ensure

auditing

File not found

Ensure

auditing

* File not found

Ensure
Ensure

auditing
auditing

is
is
is
is
is

is
is

is
is

configured
configured
configured
configured
configured

configured
configured

configured
configured

Docker daemon configuration

for
for
for
for
for

for

for

for
for

files
files
files
files

files
files

files
files

the Docker daemon

and
and
and
and

and

and

and
and

directories
directories
directories
directories

directories
directories

directories
directories

- Ensure network traffic is restricted between containers on the

- Ensure the logging level is set to

- Ensure Docker is allowed to make changes to iptables

- /var/lib/docker

- /etc/docker

- docker.service

- docker.socket

- Jetc/default/docker

- /etc/docker/daemon. json

- Jusr/bin/docker-containerd
- Jusr/bin/docker-runc

default bridge



[Tpobnemei:
HW OOWNH N3 KOHTEMHEPOB HE OOBEPSIET APYromy
MeXaHNU3Mbl U30SIALNUN KOHTENHEPOB MNOTEHUMaNbLHO
YA3BUMDbI

PeweHue:
OBOWHOW KOHTPOMb OOCTYyNna B MexaHn3mMax nsonauum
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SELinux / AppArmor /

gVisor seccomp

[ Mpuno>xeHue J [ Mpuno>xeHue }

ABTOHOMHOE

m— CACTEMHbLIE Bbl30Bh| m—
AOPO

[ gVisor
Strong

KoHTponupyemble isolation KoHTponupyembie

| S — | e ——) — jr—
CUCTEeMHbIe Bbl30BbI J/ CUCTEMHbIE Bbl30BbI

[ Anpo OC HAnpo OC ]

— ANN@PaTHAA YaCTh — m— ANNapaTHaA YaCTb e
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TPaaAUUMOHHBLIN Firewall
NCMNOJIb30BaHME cTaTU4ecKnx IP agpecos
NCMNOJIb30BaHME CTaTUYECKMX AMana3oHOB MNOPTOB, B TOM
yucne onsg SNAT / DNAT
Firewall onga cpeabl k8s
bbicTpasi cMeHa IP agpecoB
cepBUC “service discovery” ona onpegeneHunsa IP agpecoB U
NOpTOB
COCTOSIHWE CUCTEMBI XPaHUTCA B etcd
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CNI nnaruHsbl
calico
cilium
kube-router

npaBuia ceTeBbIX NONMUTUK
ingress N egress npasurna
dounbTpaumsa no noprawm, ip
agpecam, npocTpaHcTBam
MMEeH namespaces, UMeHaM pod
npasuna stateful

‘e%%a

apiVersion: networking.k8s.io/vl
kind: NetworkPolicy
metadata:
name: network—-policy-db
namespace: default
spec:
podSelector:
matchLabels:
role: db
policyTypes:
— Ingress
— Egress
ingress:
- from:
— ipBlock:
cidr: 172.17.0.0/16
— namespaceSelector:
matchLabels:
project: dbproject
- podSelector:
matchLabels:
role: frontend
ports:
- protocol: TCP
port: 6379
egress:
=&z
ports:
- protocol: TCP
port: 5978



3awmTta oT MiTM aTak
OrpaHundeHune goctyna K obpasam nocpeanctsom RBAC
be3onacHocTb 0b6pa3oB

obpa3sbl 6e3 N3BECTHbLIX YSA3BUMOCTEN

obpa3sbl 6e3 BpegOHOCHOro Koaa
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CTaHOapTHbLIN MexaHu3M, peann3oBaH B docker
npoBepKa cepTudunkata nsgartend

NpoOBEpPKa LefIoCTHOCTM 0bpa3sa npu 3arpyske B
PENO3UTOPUNA

NpoBepKa LerioCTHOCTM 0bpa3sa npu 3arpyske 4EMOHOM
docker

yrpasrieHne Yyepes nepemMeHHyto cpeabl

DOCKER _CONTENT _TRUST
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DOCKER_HOST REGISTRY

— 1
ST )

2] ] -

e KouTeRHop , docker image
n . ]
; rg i docker image

docker pull

o

w KoHTeHep
¢ docker push
- E |

i) [ 64 68 R ~ '
v KoHTeiHep l l
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ynpaBrieHne obpaszamu

aBTOpM3aunga nonb3oBaTenen
RBAC

cTaTU4YEeCKoe CKkaHnpoBaHme ob6pa3oB
npoBepKa LeNnoCTHOCTY
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aBTOopm3aumsa n RBAC

nogaepxka ContentTrust

cTaTnyeckoe cKkaHupoBaHue ¢ ncnonb3osaHnem bl CVE
naeHTndukayms INO kaxgoro cnos
CKaHMpOBaHMe DUHAPHbIX bannos
NMOUCK YA3BMMOCTEN B CTAaTUCTUYECKU CITIMHKOBAHHbIX
MoLynsax
NOUNCK YA3BUMOCTEN NpU cOOpKe ¢ HeCcTaHOapPTHbIMU

NMMEeHaMI



cTtatn4yeckoe CKaHnposaHme o6pa308
naeHTndukauymsa INO kaxgoro cnos
obHoBneHue b1 CVE
alpinelinux, debian, linux-oracle, redhat, ubuntu
orpaHnyeHne NOBTOPHOro CKAHMPOBAHUS
NHOEKCNPOBAHUE N XPaHEHUE pe3ybTaToB B COOCTBEHHOM
b/l

NOBTOPHOE CKaHMpoBaHue rnocrne obHosreHunst b CVE
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apyxentobHbin Beb-nHTepdenc ans docker penosmntopus
doyHKUMKM noncka n paboTta ¢ Taramu
cepBUC aBTOpM3aLNK
LDAP
OAuth
OpenliD
cobcTBEHHBbIV RBAC
MOHUTOPWHI U ayauT OeNCTBUU Nonb3oBaTeneun

nogaepxka clair



® ® : Portus

@ Dashboard

Q, Namespaces

- Repositories

"&.' Teams

%}3 Admin

@ Help

C @ HeHagexHbli
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35.174.130.168:3000/repositories/2

® root/mysql

Author

Tags
Tag
[ 5.5)] root
[ 5.7 | root
© comments

¥ i

(o o] @ B
|

Image Pushed at

f13c4be36ec5 2018-06-24T06:29:13.000Z
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Nobody has left a comment yet.

Security

51
vulnerabilities
55
vulnerabilities

® Write a comment



® © ® /@ cveE-2005-2541 x (=)

< C' | @ 3awwmueHo | https://security-tracker.debian.org/tracker/CVE-2005-2541 > | B
-
CVE-2005-2541 ©debian
Name CVE-2005-2541

Description Tar 1.15.1 does not properly warn the user when extracting setuid or setgid files, which may allow local users or remote attackers to
gain privileges.

Source CVE (at NVD; CERT, LWN, oss-sec, fulldisc, bugtraqg, EDB, Metasploit, Red Hat, Ubuntu, Gentoo, SUSE bugzilla/CVE, Mageia,
GitHub code/issues, web search, more)

NVD high (attack range: remote)

severity

Debian 328228

Bugs

Vulnerable and fixed packages

The table below lists information on source packages.

Source Package Release Version Status

tar (PTS) jessie (security), jessie 1.27.1-2+deb8ul vulnerable
stretch 1.29b-1.1 vulnerable
buster, sid 1.30+dfsg-2 vulnerable

The information below is based on the following data on fixed versions.

Package Type Release Fixed Version Urgency Origin Debian Bugs

tar source (unstable) (unfixed) unimportant 328228

Notes

This is intended behaviour, after all tar is an archiving tool and you
need to give -p as a command line flag




cTaTU4eCcKknn aHanma ysa3BMMOCTEN
aHanus sepcun IO
CVE, BID, RHSA, RHBA
obHapyxeHust nogo3putensHoro MO
cTaTU4eCcKnum aHarnmsa KOHTENHepPoB
aHTuBupyc ClamAvV
MHTErpmpoBaH B Sysdig Falco
Kak ckaHep obpa3oB
KaK MOHUTOPUHI KOHTEMHEPOB BO BPEMS BbINOSTHEHUS
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KntoyeBble MOMEHTbLI B 0becrneyeHmnn 6e3o0nacHoOCTu:

6e3onacHocTb XocToBbIX OC
be3onacHbI AENSIOMMEHT KOHTEMHEPOB
BbisiIBNEHMe n obHoBneHune ysassumoro N0

[Mpobnembl 6e3onacHOCTM:

Cro)KHasi KOHpUrypauus cuctemsl
OTCYTCTBME YHUBEPCanbHbIX CPEeACTB OLeHKN KoHdUrypaumm
MCnonb3oBaHMe HeAoBEePEHHbIX 00pa3oB u/unu ysasumoro MO
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